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1. Introduction 

Habib Overseas Bank Limited (hereinafter referred to as the Bank) is obliged to comply with the 

requirements of the Protection of Personal Information Act 4 of 2013 (“POPIA”).  The Bank recognises 

the importance of protecting personal information and the right of data subjects to have their 

personal information kept private and secure. The Bank has therefore developed a strategy, 

framework, and the appropriate governance structures to enable privacy and data protection.  

The executive management team and senior personnel have the responsibility to enforce this policy, 

including the adoption and implementation of procedures, standards, and guidelines, associated with 

this privacy policy.  

 

2. Purpose 

The purpose of the policy is to: 

• Provide management with direction and support for privacy and data protection, including 

accountabilities and responsibilities for implementing, monitoring, reviewing, and reporting 

on privacy and the management of data protection.  

• Create an effective and efficient privacy and data protection program. 

• Establish the principles, processes and policies for privacy and data protection. 

• Ensure that privacy requirements are considered for all new, existing and future business 

activities, projects, programs, businesses, processes, technologies, applications, and/or 

products. 

• Set out the specific roles and responsibilities that the various stakeholders across the Bank 

have in terms of privacy and data protection. 

• Drive a privacy and security conscious culture at the Bank and embed behaviours across the 

business which support compliance with privacy and data protection laws.   

 

3. Scope 

The policy applies to all departments and business units and includes all information systems, support 

functions and third parties involved in any aspects of processing personal information because of their 

relationship with the Bank.  This includes: 

• Board members  

• Employees 

• Contractors 

• Vendors, suppliers, and service providers 

The policy applies to the processing of all records of personal information for any data subject, 

regardless of format, structure, or media, in both electronic and hardcopy formats. The entire 

information lifecycle is considered under this policy, including collection, storage, processing, disclosure, 

transmission, retention, archiving, disposal, and deletion of personal information. 
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4. The 8 Conditions for lawful processing of personal information  

 
These principles inform the manner in which personal information is processed in the Bank.  

  4.1 Condition 1:  Accountability 
The Bank is accountable for complying with the requirements set out in POPIA. This responsibility 
continues from the time that the personal information is processed to the time of its deletion. 

The aim of this condition is to protect the legitimate interests of the data subject by providing security 
over their personal information. 

4.2   Condition 2: Processing limitation    
The Bank is permitted to collect only the minimum required personal information for their 

purpose. The data subject must not only be advised that personal information is being processed, 

but also informed as to the purpose of the processing and the type of personal information 

processed.  The principle of minimality applies to this condition in that the information processed 

by the Bank must be proportionate, necessary, and not excessive to banking requirements and 

operations.  

 

All departments and business units within the Bank shall maintain the lawful basis for processing 

personal information across all processes and operations. 

 

4.3   Condition 3:  Purpose Specification 
Personal information must be collected for a legitimate and lawful purpose and must not be retained 
for longer than the required period unless it is lawful to do so. Ultimately this requires processing to be 
necessary and proportionate. Therefore this condition ensures that processing is carried out in the least 
intrusive manner.  

Records of personal information must only be kept for as long as a data subject has a relationship with 

the Bank or as otherwise permitted by law or contractual agreement, following which they are to be 

suitably disposed of, destroyed, or de-identified.  

 

Disposal or destruction of records of personal information must be done in such a way that they 

cannot be reconstructed in any intelligible form or linked back to a data subject. This applies to both 

hardcopy records as well as electronic records. 

 

4.4   Condition 4:  Further Processing Limitation 

The Bank is obliged to prevent the processing of information in a manner that is incompatible with the 
purpose for which the information was originally collected. Generally, this limits any secondary use of 
personal information, for any other purpose than the purpose for which it was collected for initial 
processing.  

Any further processing activities must be approved by the Information Officer. For an incompatible or 
additional purpose of processing, the Bank must notify data subjects of this new purpose and obtain 
their consent. 
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Where appropriate, as a financial services provider, the Bank may process personal information for the 
following additional purposes, which are considered compatible or provided for in law: 

a. Compliance with any laws applicable to the Bank. 

b. To protect its employees, clients, third parties and other stakeholders against financial 

loss due to dishonesty, malpractice, seriously improper conduct, or unfitness or 

incompetence of data subjects within the Bank, even without their consent. 

 

If information is de-identified and cannot be linked back to a data subject, then further processing 

may take place without the need for notification or consent of the data subject. The de-identified 

information may be used for historical, research or behavioral analysis needs.  

4.5   Condition 5:  Information Quality 
The Bank must take reasonably practical steps to ensure that personal information is complete, accurate, 
not misleading and updated where necessary.  

Data enrichment or remediation from third party sources is permitted provided that an appropriate 

assessment has been done by the Information Officer and/or Compliance Department and that the 

level of risk is acceptable. The activity should not be performed if there is any doubt as to whether 

the data is accurate, complete, up-to-date, and valid. 

 

4.6   Condition 6: Openness  

The Bank is required to ensure that the data subject is aware of the various matters related to the 

collection of their personal information. This involves informing him or her of the reasons for collection 

and processing of the personal information. 

The Bank will maintain a PAIA Manual as contemplated in section 51 of PAIA. The PAIA Manual will be 

made publicly available on the Bank’s website. All PAIA requests and procedures are to be handled by 

the Information Officer. 

 

Where personal information is collected, the data subject must be made aware of at least the 

following: 

• What the personal information will be used for, 

• Consequences of the failure to provide this information, 

• Any laws which authorise such collection or processing, 

• If information will be transferred to third parties or across international borders, 

• The rights they have in terms of their personal information, and 

• Where any of the information is used for automated decision-making and profiling, the  

logic surrounding such processing, and any consequences of such automated processing. 

              4.7   Condition 7:  Security Safeguards 
The Bank must secure the integrity and confidentiality of personal information in its possession by taking 

appropriate reasonable and technical measures to prevent loss, damage and unlawful access. In order 

to do so, it is important for the Bank to: 

• Identify all reasonably foreseeable internal and external risks to the personal information in its 

possession; 

• Establish safeguards such as passwords to restrict internal and external access; and 
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• Regularly update the safeguards to prevent hacking. 

 

Where operators process personal information on behalf of the Bank standardised contractual 

clauses must be included in all agreements to ensure that privacy, security, data processing and 

breach notification requirements are met. On termination of an agreement or contract all, personal 

information must be returned to the Bank or destroyed as instructed by the Bank. 

 

4.8   Condition 8:  Data subject participation  

 
Personal information must as far as possible be collected directly from the data subject. The data subject 

is entitled to inquire as to why the collection and processing of the information is required, request 

details as to who the recipients of the information are and request a deletion or correction of the 

personal information.   

This participation ensures that the data subject has some measure of influence over the processing of 

their personal data. The condition also works to instil confidence in the data subject; confidence in the 

Bank and the security of his/her personal information. 

 

Appropriate channels and mechanisms are to be established to ensure that data subjects can freely 

gain access to and correct their personal information or exercise any rights that they have under 

applicable privacy and data protection laws. 

 

 

5.  Special Personal Information 

Wherever categories of special personal information are used across the Bank stricter controls are 

to be implemented to ensure that it is suitably protected, including at a minimum: 

 

• Encryption where compromise to the special personal information may cause damage or distress 

to a data subject 

• More stringent access controls to systems and data (i.e. fewer people and on a need-to- know 

basis only). 

• As far as possible and practical, records of access to all sensitive personal information should be 

kept (i.e. system logs). 

  

Consent does not need to be collected if the collection and processing is required by law (e.g.    

employment equity, disability, health and safety, or other regulations). For any other purposes, 

explicit consent for the processing of any categories of special personal information must be 

collected and kept as evidence. 

 

Explicit consent must be obtained from parents or legal guardians or caregivers in cases where the 

information of children (i.e. minors under the age of 18) or people incapable of managing their own 

affairs (i.e. individuals with diminished mental capacity) is collected or processed. 
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At all times, individuals must be notified of processing of special personal information and the 

purposes for which it is processed, in accordance with notification requirements in Condition 6: 

Openness. 

 

 
6. Direct Marketing 

 

All direct marketing activities are to be reviewed and approved by the Compliance Department and 

Information Officer during design or development stages and prior to their implementation and roll-

out. Direct marketing activities must comply with any policies and standards as issued by the Bank’s 

Compliance Department. 

 

For any areas where direct marketing is performed, appropriate processes and systems are to be 

maintained to ensure that data subjects may object to the processing of their personal information for 

this purpose and may ‘’opt out’’ of any such communications. 

 

7. Automated Decision Making 

 

No data subject may be subjected to a decision which is based exclusively on an automated system, 

and which may result in legal or financial consequences, or which otherwise significantly affects them, 

unless this forms part of a contractual agreement with the data subject or they have otherwise 

provided consent to such processing. 

 

Automated decision-making includes profiling, and behavioral or other tracking activities. 

Automated decision-making and profiling based on special categories of personal information should 

be limited and must be approved by the Information Officer.  

 

The logic of any automated decision-making system must be documented by the department 

responsible for the system and/or the system owner. Where applicable the Bank must provide data 

subjects with a process whereby, they may make representation about any decision made by such a 

system or its associated processing, so that the logic of the decision can be explained. 

 

8. Transborder Information Flows 

 

The Bank adheres to the requirements stipulated in POPIA for the transmission of personal information 

across international borders. POPIA requirements will apply to the transfer of information offshore 

unless the international jurisdictions have more stringent requirements for the international transfer 

of personal information, in which case, those requirements will apply in addition to this policy. 

 

9. Data Breach Reporting 
 

The Bank has implemented processes for breach and incident notification.  As a responsible party the 

Bank will advise the Information Regulator of a breach as soon as details of the breach or incident are 

available, but within the best practice guidelines of a maximum of 72 hours following confirmation of 
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the breach. 

Any affected data subjects will be notified as soon as reasonably practical after a breach or incident 

has been discovered. The notification will always include the following information: 

 

• The personal information that was compromised in the breach. 

• The potential consequences that the breach may have on them. 

• The steps that the Bank has taken or will take to address the breach. 

• Any steps that the data subject can take to protect themselves against the consequences of 

the breach.   

• If known, and / or at the guidance of the Information Regulator, the identity of the individual(s) 

to have gained unauthorised access to the personal information.  

 

All reported breaches and incidents are maintained by the Information Officer on a centralised 

register. The Information Officer will report these to the appropriate management committees (e.g. 

Risco, Manco or Exco, the Audit and Risk Committee, etc.). 

 

 
10. Regulatory Authorisation 
 

The Bank is required to identify instances where prior authorisation, for the processing of personal 

information, is required from the Information Regulator, and to make requests to the Information 

Regulator in line with their prescribed processes and guidelines. 

 

The Bank has appropriated processes and mechanisms for the suspension of processing activities 

while waiting for authorisation from the Information Regulator, or if the Regulator indicates that a 

more detailed investigation is required. 

 

Records of prior authorisation requests and responses or outcomes of such requests from the 

Information Regulator are maintained by the Information Officer.  

 
 

11.   Privacy Impact Assessments 
 
Privacy impact assessments must be performed for the Bank on an annual basis. Targeted privacy 

impact assessments should be performed for all areas of the business, including functional areas or 

specific processes, where a high risk to processing of personal information is likely or has been 

identified. 

 

Privacy impact assessments must be performed for all new, altered or changed business activities, 

including projects or programs, products, technology or system implementations, application 

development, processes, data migrations, etc. in which personal information is involved. 

 

Privacy impact assessments must contain the following information at a minimum:  

• Description of the processing operations and the purposes of the processing, 

• Assessment of the need for and scope of the processing in relation to the purpose, 
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• An assessment of the risks to the rights of data subjects, and 

• Measures or controls envisaged to address the risks, including security safeguards to 

ensure the protection of personal information at rest and in transit. 

• Any other considerations or legitimate interests of any parties involved. 
 
 

12. Employees and Privacy 
 
All employees must receive training on privacy, information security and data protection. General 

awareness training must be performed for all employees at least annually. General awareness training 

is also provided to all staff at induction.  More detailed training is provided to specific staff members 

aligned with their specific roles and responsibilities related to privacy and data protection. 

 

Letters of appointment include appropriate privacy, confidentiality, and data protection clauses. 

Human Resources policies are to include disciplinary measures for employees who do not comply with 

this policy or its related procedures, standards, and guidelines. 

 

13.  Third Party Management 

 

Due diligence standards must be applied to ensure that third parties who process personal 

information on behalf of the Bank have acceptable data protection and security measures in place.   

Standard contractual agreements for all third parties must therefore include privacy, data protection, 

information security and data handling clauses. 

 

              14.  Codes of Conduct and Industry Regulations 

The Bank will engage with suitable regulatory authorities and industry bodies to provide input to codes 

of conduct related to financial service and banking operations on the processing of personal 

information.  

 

15. Roles, Responsibilities and Accountabilities 

 
This section contains an outline of the roles and responsibilities of stakeholders responsible for the 

governance of this policy. This includes reference to appropriate actions in case there is a breach of 

the policy.  
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STRUCTURE / 
FUNCTION 

INTEREST, DUTIES & RESPONSIBILITIES 

Group Board of 
Directors 

• The Board holds ultimate accountability for privacy and data protection, 

and the management of associated risks across the Bank. 

• The Board delegates approval of this Privacy Policy and other related 

policies to the Risk and Capital Management Committee. 

• The Board is accountable to set the strategic direction for privacy and 

data protection matters and ensure that resources are allocated to 

execute this strategy.  

Risk and 
Capital 
Management 
Committee 
(RCM) 

• The primary review and approval of this policy is to take place via the 

RCM, who will then submit to the Board for noting. 

• The RCM tracks privacy and data protection risks across the Bank, 

reporting to the Board as necessary. 

Group Executive 
Committee 

• This committee is responsible for the implementation and enforcement 

of the approved Group Privacy policies, procedures, standards and 

guidelines. 

• Responsible for the establishment of subordinated governance 

structures and authorising their mandates, as may be required. 

• Engage with relevant stakeholders to ensure: 

➢ Effective privacy and data protection management and 

implementation across the Bank. 

➢ Relevant risk exposures are assessed and reported appropriately. 

➢ An appropriate control environment, processes and procedures are 

developed to manage and mitigate risks. 

➢ An appropriate level of commitment to privacy and data protection 

initiatives by Group executives. 
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Information 
Officer  

• The Information Officer is responsible for the ownership and 

development of any privacy or data protection policies, procedures, 

standards, guidelines and frameworks. 

• Comply with requirements as defined in POPIA and its Regulations: 

➢ Encourage compliance with the lawful conditions for processing of 

personal information as described in POPIA. 

➢ Deal with any requests made to in line with POPIA. 

➢ Work with the Information Regulator in relation to any 

investigations. 

➢ Develop, implement, monitor and maintain a privacy compliance 

framework. 

➢ Perform privacy impact assessments to ensure that adequate 

measures and standards exist in order to comply with data 

protection laws. 

➢ Develop, monitor and maintain a PAIA Manual. 

➢ Develop internal measures and systems to process information 

access requests. 

➢ Develop and conduct internal awareness and training sessions 

regarding POPIA, data protection, and any other information as 

may be obtained from the Information Regulator. 

➢ Report any instances of non -compliance.  

 

 

 

Governance, 
Legal & 
Compliance 
(GLC) 

• Advise on the interpretation of new or materially changed privacy- or 

data protection-related requirements contained in legislation or 

regulation deemed relevant to the Bank. 

• Advise and support the Information Officer in respect of corresponding 

with external parties concerning privacy-related matters. 

• Co-ordinate requests for external legal opinions on compliance-related 

matters. 

• Reporting privacy and data protection risks and compliance matters to 

the relevant committees, including RCM, Exco, etc. 
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Group Internal 
Audit 

• Provide objective assurance to the Board and  RCM on the adequacy 

and effectiveness of internal controls relating to privacy and data 

protection across the Bank 

 

• Perform an independent and risk-based review of the key privacy and 

data protection risks ensuring that they are managed consistently and 

effectively across the Bank. 

 

• Provide objective independent assurance on the adequacy and 

effectiveness of internal controls relating to the privacy and data 

protection across the Bank. 

 

• Perform an independent periodic review of the Bank’s privacy and data 

protection risk status.  

All Accountable 
Business Unit 
Executives 

• Accountable to drive compliance with privacy and data protection 

policies, procedures, standards and guidelines across their respective 

business units or functional area(s). 

• Ensure that an effective control environment is in place within the 

business units, or functional area(s). 

• Receive confirmation that employees within their control are trained on 

privacy requirements commensurate with their respective roles. 

 

All Employees • Complete the required training to obtain role-specific requisite privacy 

and data protection awareness, knowledge and skills.  

• Understand, acknowledge, and adhere to all applicable Privacy Policy 

requirements. 

• In case of any doubt regarding the application of requirements, 

immediately consult with the Compliance Department Senior 

Management and /or the Information Officer. 

• Report all breaches and incidents through to Information Officer and log 

the same in Breach Register as may be required.  

 

16. Glossary of Abbreviations and Definitions 

This section includes definitions for all terms used within this policy, including acronyms where 

applicable. 
 

TERM DEFINITION 

Breach A confirmed incident in which personal information was compromised, lost, 

destroyed, altered, and/or exposed to or processed by unauthorised individuals 

or entities, and which requires notification in terms of the Bank’s contractual 

obligations and/or POPIA. 

Child A person under the age of 18 years who is not legally competent to take any action or 

decision in respect of him or herself without the assistance or consent of a parent, 

guardian or similar competent person. 
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Confidentiality The information security principle that information is not made available or disclosed 

to unauthorised individuals or entities. 

Consent Any voluntary, specific and informed expression of will in terms of which permission is 

given for the processing of personal information. 

Data subject A natural person (individual) or juristic person (legal entity) to whom personal 

information relates or who can be identified by such information. 

De-identify Where the personal information is stripped of all identifying characteristics to the 

extent that the personal information becomes anonymous. 

Effective date The date from which this policy becomes implementable and enforceable. 

Employee Includes all permanent staff members, temporary staff, and third-party contractors. 

 

Minimality The use of only the smallest subset of personal information needed to perform and 

activity, fulfil a duty, or achieve a purpose related to its collection and processing. 

 

Operator A person who processes personal information for a responsible party in terms of a 

contract or mandate, without coming under the direct authority of that party, i.e. a 

person or organisation that is a separate legal entity to the Bank  

PAIA  The Promotion of Access to Information Act 2 of 2000, as amended, and its Regulations. 

Personal 

information 

As defined by POPIA, personal information is information relating to an identifiable, 

living, natural person, and where it is applicable, an identifiable, existing juristic 

person, including, but not limited to— 

 

(a) information relating to the race, gender, sex, pregnancy, marital status, national, 

ethnic or social origin, colour, sexual orientation, age, physical or mental health, well-

being, disability, religion, conscience, belief, culture, language and birth of the person, 

(b) information relating to the education or the medical, financial, criminal or 

employment history of the person, 

(c) any identifying number, symbol, e-mail address, physical address, telephone 

number, location information, online identifier or other particular assignment to the 

person, 

(d) the biometric information of the person, 

(e) the personal opinions, views or preferences of the person, 

(f) correspondence sent by the person that is implicitly or explicitly of a private or 

confidential nature or further correspondence that would reveal the contents of 

the original correspondence, 

(g) the views or opinions of another individual about the person, and 

(h) the name of the person if it appears with other personal information relating to 
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the person or if the disclosure of the name itself would reveal information about the 

person. 

POPIA  The Protection of Personal Information Act 4 of 2013, and its Regulations. 

Processing Any operation or activity or any set of operations, whether or not by automatic means, 

concerning personal information, including— 

(a) the collection, receipt, recording, organisation, collation, storage, updating or 

modification, retrieval, alteration, consultation or use, 

(b) dissemination by means of transmission, distribution or making available in any 

other form, or 

(c) merging, linking, as well as restriction, degradation, erasure or destruction 

of information. 

 

Record Any recorded information— 

(a) regardless of form or medium, including any of the following: 

(i) Writing on any material, 

(ii) information produced, recorded or stored by means of any tape-
recorder, computer equipment, whether hardware or software or both, 
or other device, and any material subsequently derived from 
information so produced, recorded or stored, 

(iii) label, marking or other writing that identifies or describes anything 
of which it forms part, or to which it is attached by any means, 

(iv) book, map, plan, graph or drawing, 

(v) photograph, film, negative, tape or other device in which one or more 
visual images are embodied so as to be capable, with or without the aid 
of some other equipment, of being reproduced. 

(b) in the possession or under the control of a responsible party 

(c) whether or not it was created by a responsible party, and 

(d) regardless of when it came into existence. 

Responsible 
party 

A public or privacy body who alone, or in conjunction with others, determines 
the purpose of and means for processing personal information. 
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Special 
personal 
information 

As defined by POPIA, more sensitive categories of personal information 
which may not be processed unless certain conditions are met and/or more 
stringent security controls are applied, including: 

 
(a) religious or philosophical beliefs, 

(b) race or ethnic origin, 

(c) trade union membership, 

(d) political persuasion, 

(e) health or sex life, 

(f) biometric information, 

(g) the criminal behaviour of a data subject to the extent that such information 
relates to the alleged commission by a data subject of any offence, or any 
proceedings in respect of any offence allegedly committed by a data subject 
or the disposal of such proceedings, and 

(h) the personal information of children. 

Transfer To exchange information or data with another party. 

Unique 
identifier 

Any identifier that is assigned to a data subject and is used by the responsible 
party or operator for the purposes of the operations of that responsible party 
and that uniquely identifies a data subject in relation to that responsible party. 

 

Administration and Approval of this Policy 
 

POLICY NAME The Bank Overseas Bank Limited Privacy Policy 

POLICY OWNER Information Officer  

EFFECTIVE DATE I July 2021 

LAST APPROVED DATE I July 2021 

APPROVAL Board of Directors  / Audit, Risk & Compliance Committee 

VERSION V1  

LAST REVIEW DATE  

NEXT REVIEW DATE I July 2022  

DISTRIBUTION LIST All staff, contractors, and selected third party vendors 

 

The following triggers will be considered when policy updates are being made:  

• Changes in the regulatory or legal environment i.e. current, new or amended laws 

and regulations 

• Changes in the Bank business environment, e.g. organisational restructuring 

• New opportunities within the Bank e.g. new products, services, partnerships, 
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acquisitions, projects, applications, etc. 

This policy forms part of the wider Privacy Framework, and is supported by other policies, procedures, 

standards and guidelines for privacy, information and cyber-security, data governance, and 

information and records management.  


